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LEGA L TECH

By Eric Mosca

Law fi rms arefacing a proliferation
of e-mailsandother information in
electronic format. While e-mail

has gotten the majority of the atten-
tion, all formsof electronicdocuments
are growing at an ever-quickening
pace as users get more comfortable
with functioning in an electronic for-
mat and dueto theeaseof creation. In
many fi rms this has led to electronic
records creation outpacingthe fi rm’s
abil ity to prescribe definite ways of
managing this content in a compliant
manner.Largerfirms haveimplement-
ed document management systems
(DMS) andevenrecordsmanagement
systems (RMS) for some, but these
systemscompetewith individualattor-
ney strategiesfor capturing important
attorney and client work product. A
short list of otherareaswhereelectron-
ic content typically resides in many
law fi rms includeslocal hard drives,
network shares, CDs and DVDs,
removable drives,e-mail inboxes and
home computers.

This electronic content is consid-
ered “unstructured” dueto thefact that
even if the attorney who savedit can
locate the information (not a certain-
ty), it is not taggedwith clientor mat-
ter metadatathat would allow thefi rm
to apply futuredispositiondecisionsto
this material or locateit in theeventof

theclient leaving or if thefirm is faced
with litigation related to the represen-
tation.This information often becomes
effectively lost to thefirm. If informa-
tion cannot easily be located by attor-
neys for answering client inquiries or
reusing pastwork product, it haslost
much of its value.

Technology departments and their
internal champions have traditionally
had client satisfaction as their top pri-
ority. For attorneys the demands of
external clientswereparamount,while
IT departmentsviewedtheattorneysas
their clients. It is no surprisethattech-
nology implementations were rushed
to meet client demands.Theseclients
were often from technologically
advanced industriesand led the intro-
duction of new forms of electronic
content to law fi rms, at least in part.
Attorneys are also under continual
pressure to develop their practices and
managetheequivalentof smallerbusi-
nessentities.This broughta myriad of
approaches for managing electronic
content to many firms.Reflecting indi-
vidual personalities, there were attor-
neys who soughtto foster collabora-
tion amongsttheir legal team using
network shares, and later, software
solutions, while others workedhard to
maintain complete, redundant copies
of everything under their solecontrol.
As best practices for managing elec-
tronic content beganto develop, many
firmsrealized that it takesa firmwide,
consistent approach to records man-
agementto makeworkingin thismedi-
um eff icientandto protect the organi-

zation from risk.
Regardlessof storage location, the

dominant transmission medium for
electronic documents is e-mail. Even
as this area took thebulk of the atten-
tion regardingelectroniccontent, it has
changedtheleast.Theeasewith which
information can be sentand received
hascontributed to theproblem andthe
proprietary nature of e-mail inboxes
hasbeen a major factor in administra-
tive struggles to control this entry and
exit point. Many attorneys are receiv-
ing hundredsof e-mails perdayanddo
not enjoy the administrative support
that physical incoming snail mail has
traditionally had.

It is surprising that many firms
have brought about change in other
areas while e-mail management has
changed little. The implementation of
document management systems to
manageelectronic documents brought
the fundamental concept of tagging
documents with metadata to the law
firm’s records. Litigators, at least,
were likely to be familiar with this
conceptdueto theprevalenceof liti ga-
tion support databases that tagged
important documents with key words
for easier retrieval at a later point.
Once documents wereassociatedwith
aparticular clientmatternumber in the
DMS, they couldbesecured in a con-
sistentmannerand much more easily
sharedwith theappropriatelegalteam.
Recordsmanagementsystemsbrought
about the ability to apply retention
policies to electronic content along
with a host of physical records man-
agementcapabilit ies.TheseRMS’ also
enable a firm to apply li tigation holds
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and suspenddocumentdestruction as
well asapply ethicalwalls whenneces-
sary.

We have finally reacheda time
where the technology is capable of
respecting records managementbest
practices, but only if appropriatelevels
of compliance from end users are
achieved. Attorneys and support staff
needto begivencleardirection on how
all information in the law firm should
bemanaged.Drawing cleardistinctions
betweentools for creationandcommu-
nication andacceptablestorageareas is
a first step. E-mail systemssuch as
Outlook are not an appropriate reposi-
tory for important client or internal
communication.This interfaceallowsa
variety of views and has become a
favorite working areafor many attor-
neys, but lacks a number of key fea-
tures. E-mails in Outlook, GroupWise
or Lotus Notesare not secured,cannot
be selectively suspendedfrom deletion,
and are not easily sharedwithout addi-
tional actions. With varying degrees of
success,only DMS and RMS vendors
have respectedstringentsecurityneeds
and created environments that foster
collaboration.

Many firms are struggling with
exactly whereall of thiselectronic con-
tent should reside oncethey accept the
fact thatit cannotlive on localharddri-
vesandwithin thefi rm’s e-mail system.
The industry is at odds over whether
document managementsystemscan be
expandedin scopeto handleadditional
content like e-mails and imaged ver-
sionsof hardcopyfiles.Manyareadvo-
cating a migration of final “records”

over to a records management system
that canbeslimmer in profile by ignor-
ing variousiterationsof documentsand
focusingonthefinal versionthat would
be analogous to the official physical
file.

Large-scale implementations have
yet to provewhich systems will beable
to offer the speed and scalability to
manage mil lions of documentsand e-
mails and still respect granular security
needs. Firms are achieving compliance
with records management goals in a
variety of ways, but all solutions must
share similar features: Such as:

• Electronic content is classified
according to consistent firmwide para-
meters no matter which system it
residesin.

• Content is associated to specific
client matters and can have retention
rules applied, ethical wall security if
necessary, and alteration and destruc-
tion can be halted automatically in the
event of a threat of litigation.

• End users are clear on exactly
where information can be located. A
single point of reference is most intu-
itive for many attorneys. This is best
achieved through managing all elec-
tronic content in a single system or
grouping content from disparate sys-
temsthroughMicrosoftSharePointor a
similar solution.

• Compliance must be easy for the
firm’sendusers.Theproposedsolution
cannot be more difficult than what the
users are currently doing. Additional
benefits like ease of collaboration and
speedier accessto information mustbe
a tradeoff for asking them to take more

in-depth steps to classify electronic
content.

New technology wil l always be
coming into law firms. These new
records, be they digital voicemail mes-
sages, video depositions, records of
firm Web site changesor collaboration
portals, will need to be considered
from a records management perspec-
tive. Procedures and policies that pro-
tect the firm from risk and support the
firm’s vision for servicing clients must
be what dictate how these new records
are handled. Technology should not be
the driving factor, but a solution for
implementing and supporting policy
decisions.

Legal opinions and bar association
guidelines will offer support for these
goals as they have over the last few
years. The Amended Federal Rules of
Civil Procedure made it clear that elec-
tronic information must be preserved
with metadata intact and the Zubulake
v. UBSWarburg decision clarif ied that
organizations must have procedures in
place to halt destruction and writing
over of backup records. These clarifi-
cations are not great changes in com-
monsense standards but attracted a
great deal of attention because they
showed the consequences of poor
records management. Basic principles
for securing and classifying informa-
tion have not and wil l not change
greatly over time. A consistent
approach to addressing thesenew chal-
lenges and keeping solutions in line
with overall recordsmanagement goals
will ensure that we don’t move back-
wards in our progress. �


