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Trends in Electronic Records Management

E-mail systems might not be the best storehouse for client info

By Eric Mosca

of e-mailsandotherinformaton in

electronic format While e-mail
has gotten the majoiity of the atten-
tion, all formsof electronicdocumets
are growing at an ever-quikenng
pace as uses get more comfortédle
with functioning in an electronc for-
mat and dueto the easeof credion. In
mary firms this hasled to eledronic
recrds creaton outpacingthe firm’'s
ability to prescibe definite ways of
maragng this conent in a compiant
mamer. Largerfirms haveimplement-
ed documet managemen systems
(DMS) andevenrecordsmanagenent
systems (RMS) for some, but these
systemscompet with individual attor-
ney strategiesfor capuring important
attorney and client work product A
short list of otherareaswhereeledron-
ic content typicaly residesin many
law firms includeslocal hard drives
network shares, CDs and DVDs,
removale drives, e-mail inboxes and
home computes.

This electronic conent is consd-
ered “unstructured” dueto thefad that
even if the attorney who savedit can
locae the information (not a cerain-
ty), it is not taggedwith clientor ma-
ter metadatatha would allow thefirm
to apply future dispositiondecisbnsto
this materal or locateit in the eventof

Law firms arefacing a proliferaion
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thecliert leaving or if thefirm isfaced
with litigaion related to the represen
tation. Thisinformation often becomes
effectively lost to thefirm. If informa-
tion cannoteasly be located by attor-
neys for answeing client inquiries or
reusing pastwork produd, it haslost
much of its value.

Technology depaitments and their
internal chanpions have traditionaly
had client satsfaction as their top pri-
ority. For attorneys the demands of
external clients were paramount,while
IT depatmentsviewedtheattorneysas
their cliens. It is no sumprisethattech
nology implementatons were rushel
to med client demands. Theseclients
were often from technologicdly
advanced industies and led the intro-
duction of new forms of eledronic
content to law firms, at least in part.
Attorneys are also under continual
pressue to develop their pracices and
manegethe equivalentof smaller bust
nessenities.This broughta myriad of
approaxhes for mamaging electronic
content to many firms. Reflecting indi-
vidual personaities, there were attor-
neys who soughtto foster collabora
tion amongstther legd team using
network shares, ard later, software
solutions, while others worked hard to
maintain conplete, redundant copies
of everything unde ther solecontrol
As best practices for manaing elec
tronic content beganto devdop, many
firmsrealized tha it takesa firmwide,
consistent appioach to records man-
agementto make workingin thismedk
um efficientandto proted the organt

zation from risk.

Regardlessof storage location, the
dominant transmision medium for
electronic documets is e-mal. Even
as this area took the bulk of the atter+
tion regardingelectoniccontert, it has
changedtheleast.The easeawith which
informaion can be sentard receved
hascontibuted to the problem andthe
proprietary nature of e-mail inboxes
hasbeen a mgor factor in administra-
tive struggles to controlthis entry ard
exit point Many attorneys are recev-
ing hundredf e-mails perday anddo
not enjoy the adninistrative support
that physical incoming snail mai has
tradtionally had.

It is sumprising tha many firms
have brought about charge in other
areas while edqmail marmagemer has
changed |ittle. The implemertation of
documert maragemern systems to
marageelectronic documerts brought
the fundamentd concep of tagging
documents with metadag to the law
firm’s records. Litigators at lead,
were likely to be familiar with this
conceptdueto theprevakrceof litiga
tion support datakases that tagged
important doauments with key words
for easie retrieval at a later point.
Once documats were as®ciatedwith
apatticular clientmatter numberin the
DMS, they couldbe secuedin a con-
sistentmannerand much more easily
sharedwith theappropratelegalteam.
Recods managernt systemsbrought
about the ability to apdy retenion
policies to electronic content along
with a hostof physicd recads man
agementcapailities. TheseRMS' also
enable a firm to apply litigation holds
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and suspenddocumentdestrudion as
well asapply ethicalwalls whenneces
say.

We have finally reacheda time
where the techndogy is capale of
respeting records managementbest
pracices butonly if appropratelevds
of compliance from end users are
acheved. Attorneys and suppat staff
needto begivencleardirecion onhow
all informaton in the law firm shoutl
be managedDrawing cleardistinctions
betweentodls for creationandcommu-
nicaton andacceptabletoragearessis
a first step. E-mail systemssud as
Outlook are not an approprate repos-
tory for impotant client or internd
communicaton. Thisinterfaceall owsa
variety of views and has bemme a
favorite working areafor many attor-
neys, but lacksa numbe of key fea
tures. E-madls in Outlook, GroupWise
or Lotus Notesare not secured,cannot
be selecively sugpendedrom ddetion,
and are not easly sharedwithout addi-
tional actions With varying degrees of
success,only DMS and RMS vendors
have respeatd stringentsecurityneeds
and creaed environmentsthat foster
collabotion.

Many firms are struggling with
exactly where all of this electranic con
tent should resde oncethey accept the
fact thatit cannotlive onlocal harddri-
ves andwithin thefirm’s e-mal system.
The industy is at odds over wheher
document managemensydemscan be
expandedin scopeto handleadditiond
content like e-mails and imaged ver-
sions of hardcopyfiles.Manyareadvo
caing a migration of final “records

over to a records manaement system
that canbeslimmerin profile by ignor

ing variousiterationsof documetsand
focusing onthefinal versiontha would

be analogousto the official physical

file.

Larmge-scde implementaions have
yet to provewhich systens will be able
to offer the spee and salability to
manege millions of docunmentsand e-
mails and still respe&t granuklr security
needs. Firms are achieving compliance
with records managenent gods in a
variety of ways, but al soluions must
share similar features: Such as:

» Eledronic content is classified
according to consisent firmwide para
meters no matter which system it
residesin.

e Contentis associated to spedfic
client matters and can have retention
rules applied, ethicd wall searity if
necessay, and alteration and destruc
tion can be hdted automatically in the
even of athreat of litigaion.

e End uses are clea on exadly
where informdion can be locatel. A
single point of reference is mostintu-
itive for many attorneys. This is best
achieved through manaying all elec-
tronic content in a single systemor
grouping conent from disparae sys
temsthroughMicrosoftShaePointor a
similar solution.

» Compliane must be easy for the
firm’s end uses. The proposedsolution
camot be more difficult than what the
users are currenly doing. Additional
benefits like ease of collabaation and
spedlier accessto information mustbe
atradeoff for asking them to take more

in-depth steps to classify electronic
content

New tednology will always be
coming into law firms. These new
records, be they digital voicemail mes-
sages, video depostions records of
firm Web site changesor callaboration
portals, will need to be consideed
from a records management perspec
tive. Procedures and policiesthat pro-
tect the firm from risk and support the
firm’'s vision for servicing clients must
be what dictate how these new records
are handled. Techndogy should nat be
the driving factor, but a sdution for
implementing and supporting palicy
decisions.

Legd opinions and bar asdation
guidelines will offer support for these
gods as they have over the lag few
years. The Amended Federal Rules of
Civil Procedure madeit clea thatelec
tronic information mug be preseved
with metadata intact and the Zubulake
v. UBSWarburg dedsion clarified tha
organizations must have procedures in
place to halt dedruction and writing
over of badkup records. These clarifi-
cations are not great changes in com-
monserse standards but attracted a
great ded of attention because they
showed the consequences of poor
records maragement. Basic principles
for seauring and classifying informa-
tion have not and will not charge
greatly over time A condgstent
approach to addressng these new chal-
lenges and keeping sdutions in line
with overall records management gods
will ensure that we don't move bad-
wards in our progress Bl



